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Providing the input data block, a control data block and 
a random key data block to parallel data paths in the 
digital communication system 



Combining the control data block and the input data 
block within each data path to provide a first data 
output signal for each data path 



Transposing segments of the first data output signal 
within each data path in response to the control data 
block to provide a second data output signal within each 
data path 



Mixing data between the parallel data paths 



Performing a first linear modulo operation based on a 
modulus q within each data path in response to the 
second data output signal, the random key data block 
and the control data block to provide a third data output 
signal within each data path 
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Performing an 11 th power modulo operation based on a 
second modulus p within each data path in response to 
the third data output signal to provide a fourth data 
output signal within each data path 
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Performing a second linear modulo operation 
based on a third modulus r within each data path in 
response to the random key data block and the fourth 
data output signal to provide an output data block 
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